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t ransceiver tor data signals, system for transferring data signals, apparatus for installa- 



tion in a transceiver, and synchronization method 

This invention relates to a transceiver tor data signals, in particular radio data sig- 

na S ^?- 2)cS£r>p-hon -the* ^tor ^Art: 

The term "ddta signals" includes any kind of signal containing data (messages), 

for example audio, video or computer data, but also control data and the like. 

The term "transceiver" refers to a device suitable for both transmitting and re- 
ceiving data signals. An example of a transceiver is a CB radio set. However, the in- 
vention is fundamentally applicable to all devices suitable for receiving and transmit- 
ting data. The advantages of the invention are particularly clear in radio data transfer, 
but the invention is also suitable for transfer over wire-bound channels. 

The term "communication link" thus involves for example a group of radio chan- 
nels/frequencies, but also a group of channels in a network-bound communication sys- 
tem. The term "channel" in intended here to refer specifically to a certain frequency 
band from a plurality of frequency bands. However, it is also fundamentally possible 
within the scope of the invention to realize individual channels of a communication 
link by corresponding time windows in a predetermined time slot. 

The invention is executed in particular as a discrete apparatus which can be in- 
stalled in existing conventional transceivers to process transmit signals and/or receive 
signals. The invention thus provides a data transfer device with which one can equip 
devices used for data transfer e.g. to protect transfer from "eavesdropping". 

The invention can be explained here specifically by the example of CB radio. A 
disadvantage in current radio transmissions is the ready possibility of eavesdropping 
and logging data, for which purpose one need simply connect a transceiver into the 
channel over which two transceivers are communicating with each other. 

Encryption of transmitted data by cryptographic measures is relatively elaborate, 
the data can be logged, i.e. recorded and decrypted later. 

A further disadvantage in radio transmissions is the possibility of a stronger 
transmitter interrupting a connection between two users by the stronger signal simply 
displacing the weaker signal. 



The change of available channels of a communication link during a communica- 
tion process is known in a special embodiment as frequency hopping. For example, 
DE 27 47 454 CI shows a communication system with frequency hopping. The mes- 
sage (data) to be transmitted are modulated in sections upon different carrier frequen- 
cies, the cyclically changing sequence of the carrier frequencies being programmed 
according to a given protocol. Frequency hopping offers the advantage, among other 
things, of obtaining relatively high safety from eavesdropping. So that the receiver can 
completely receive the message sent by the transmitter, the receiver must retrace the 
frequency hops in synchronism with the transmitting operation. 

Synchronizing transmitter and receiver requires considerable effort. One possibil- 
ity is the so-called hand-shake method by which transmitter and receiver first ex- 
change synchronization signals as preparation for transmitting a message and then start 
actual message transmission when synchronization has been effected. Both the initia- 
tion of message transmission and the message transmission itself follow a strictly pre- 
scribed protocol. It is known to reserve a separate channel for purposes of 
synchronization (US-A-5 502 722). 

It is furthermore known in transmission of short messages by frequency hopping 
to transmit the message several times asynchronously to the receiver which is syn- 
chronized with the transmitter until a message has been completely received once (DE- 
A-43 37 212). Because of the special synchronization between transmitter and receiver 
it is virtually impossible in the prior art for a third user to cut into an ongoing call. 
Such cutting in or operator override by one or more further users may be advantageous 
specifically in speech transmission systems (for example CB radio) when it is ex- 
pressly desired by the two original callers. Operator override would require consider- 
able synchronization effort in the prior art, comparable with the effort required for set- 
ting up a connection between a transmitter and a receiver. 

The invention is based on tftenroblem of providing an apparatus which permits 
safe data transfer with simple means albngwith fast and simple synchronization of 
transmitter and receiver. Furthermore, a simptfevqjid reliable synchronization method is 
to be stated. — — 

This problem is solved according to the invention in a transceiver for data signals 
that has the following features: 
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a transmitting section which conditions input data for transmission over a com- 
munication link containing a plurality of channels, 

a receiving section which receives signals from one of the channels and processes 
them into output data, 

a channel switching device connected to the transmitting section and receiving 

section, 

a channel hopping program part in which a plurality of predetermined channel 
hopping sequences are programmed, a predetermined channel hopping sequence being 
associated with the transceiver as an address, 

a channel selecting device which controls the channel switching device in accor- 
dance with a predetermined channel hopping sequence, and 

a clock device for operating the channel selecting device, the clock device being 
synchronized by a public time signal (radio clock) to synchronize channel hopping 
between a transmitting and a receiving transceiver with the aid of the public time sig- 
nal. 

The transmitting section conditions the data, for example audio data, from a data 
signal source for radiation through an antenna. The thus conditioned data signals have 
a certain transmitter frequency, and thus accordingly a certain channel. 

The same applies to the receiving section. The channel switching device provides 
a constantly changing selection of one channel from the amount of available channels. 
The clock device provides the clock whose frequency determines how fast hopping 
between the different channels takes place. The special channel hopping sequence is 
unique and identical for each connection between two or more users. Furthermore, the 
clock device provides the sync signals derived from the public time signal. 

In a communication system each transceiver is equipped for example with a spe- 
cial identification number, said identification number being uniquely linked with a 
special channel hopping sequence, i.e. in particular frequency hopping sequence. 

Each transceiver, i.e. in particular the inventive data transfer device installed in 
the transceiver, contains the information on this link for all transceivers, e.g. stored in 
an EPROM A device in the standby state cyclically performs its particular channel 
hopping sequence. 



When the transmitting device calls a desired user by entry of the receiver's identi- 
fication number, the channel hopping sequence belonging to the selected identification 
number is adjusted in the transmitting device. The clock device synchronizes the 
channel hopping sequence in the transmitting device. Change-over is typically effected 
in the order of magnitude of one megahertz, corresponding to a dwell time of ap- 
proximately one microsecond within a channel. Synchronization is effected with the 
aid of the public time signal, thus being obtained quickly and easily. 

The receiver called Dya transmitting device confirms dialing, and the transmit- 
ting device synchronizes itseirWjth the receiver. Since only said two devices work in 
synchronism in the channel hopping^mience specific to this connection and stay only 
in the particular channel for only a relatively^hort time, one obtains protection for the 
transferred data signals, on the one hand, and prevents a stronger signal from being 
ahtertD rermtnale llie a >rmee44^tt-on- the other hand. 

Utilization of the public time signal (DCF 77 in Germany; MFS in the United 
Kingdom; WWVB in the USA) permits the two communicating devices to be perfectly 
synchronized, for which one can use the basic minute and second clock signals of the 
public time signal which is identical and synchronous world-wide. Any desired sync 
signals can be derived from said time signal. 

The inventive system for transferring data signals contains a number of trans- 
ceivers each formed according to the invention and having a unique identification 
number. Said identification number determines the channel hopping sequence with 
which this device communicates with another device, namely as a receiving device, 
that is, a device dialed by another device. For connection setup the identification num- 
ber sent by a transmitting device also determines the predetermined channel hopping 
sequence in the transmitting device itself This excludes other users from taking part in 
data transmission. Another user's attempt to cut into the ongoing call is excluded with 
very high probability since the two users' time synchronization is unknown to outsid- 
ers. 

Excluding further users from data transmission is an advantage of the present in- 
vention, but the invention also offers the converse possibility of two users involved in 
data transmission expressly permitting one or more further users to take part. For this 



purpose the synchronization of ongoing data transmission is halted temporarily and 
started again after a pause so that a further user can take part after the start. 

The special kind of in particular cyclical channel hopping sequence may be 
stored in the program part. However, one may also determine the channel hopping se- 
quence from the identification number by calculation with the aid of an algorithm. 

The invention furthermore provides an apparatus suitable for retrofitting which, 
to adapt to the particular transfer device, ensures a certain continuous channel hopping 
during a data transfer, synchronized with one or more receivers. In particular, the in- 
vention provides a data transfer device for installation in a communication device 
which sends data to another device and/or receives data from the other device over one 
of a given number of channels, in particular frequency channels, comprising the fol- 
lowing features: 

a channel switching device, 

a channel hopping sequence program part in which a plurality of predetermined 
channel hopping sequences are programmed, a predetermined channel hopping se- 
quence being associated with the data transfer device, 

a channel selecting device which controls the channel switching device in accor- 
dance with one of the predetermined channel hopping sequences, and 

a clock device with a synchronizing device for operating the channel selecting 
device, 

the clock device being synchronized by a public time signal (radio clock). 

The invention furthermore provides a method for synchronizing transceiving op- 
eration between a transmitter and a receiver which are connected over a communica- 
tion link with cyclically hoppihg channels, comprising the following steps: 

the transmitter (A) dials a deNred receiver (#), 

the same channel hopping sequefc^ce is adjusted in the transmitter (A) and the re- 
ceiver (/?), \. 

transmitter (A) and receiver (B) both rebdve a public time signal, 
transmitter and receiver are synchronized Dy the time signal or a signal derived 
therefrom by the channel hopping cycle being starteb\on a previously defined channel 
in synchronism with the time signal both in the transmitter^ and the receiver. 
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In th^sfollowing an example of the invention will be explained more closely on 
the basis of the^awing. 

FIG. 1 shows zN^lock diagram of a transceiver with a device executed as an addi- 
tional device for automan^and continuous hopping of transmission channels. 

FIG. 2 shows schematically the setup of a connection between two transceivers. 
FIG. 3 shows the operation ofiHransmitter and receiver in accordance with the 
invention in comparison in the form of a flb^ychart 

FIG. 4 is a functional block diagram of a chajmel selecting device. 
FIG. 5 is a block diagram of an embodiment of ah^dditional part for a trans- 
seiv^r-shown in FIG. 1 - al llie boltuiu l ight ' 
— As indicated by the figure, the tt^aQSceiver contains radio data transmission device 
£>Cl known in the art which is equipped with mveQtive additional part 1 for protecting 
/ transfer of the data signals. Additional part 1 formsa^ta transfer device suitable for 

instal lation in any d e v ic e s n s ed ibr data transfer.— , - — 

As^mentioned above, radio data transmission is selected only as an example here 
for explaining the invention. The invention can fundamentally be used in all devices 
able to transmit and receive data, transfer being effected over one of a plurality of pos- 
sible channels. 

Departing frorhsthe representation in the figure, additional part 1 may also be in- 
tegrated in transceiver 

Data signal source 4, rm* example an LF section connected to a microphone, pro- 
vides data signals to signal conditioning circuit 6 via channel switch 10. Signal condi- 
tioning circuit 6 modulates the dark signals to condition them for radiation through 
antenna 8. In customary transceivers>channel switch 10 is formed as a manual selector 
switch for selecting one of the available\hannels. Reception of data is effected simi- 
larly to transmission of data. The receive signals coming through antenna 8 are de- 
modulated, amplified, etc., in signal conditioning circuit 12 and then fed via the chan- 
nel switch to data signal sink 14, shown in general form here, having loudspeaker 16 
connected thereto for example. The details of the device generally described here are 
known from the prior art and shall not be explained more closely- 
Additional part 1 shown on the bottom right in the figure is used for fast and con- 
tinuous change-over of the particular "active" channel in chanhel switch 10. For this 
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{Wpose channel switch 10 has connected thereto channel selecting device 20 which is 
in\urn driven by channel hopping sequence program part 22. Program part 22 contains 
a processor and a memory. 

Time synchronization of a transmitting and a receiving device is effected with the 
aid of a ck>ck device containing time signal generator 24 and clock 26. For this pur- 
pose, time signal generator 24 receives the public time signal (the signal DCF 77 in 
Germany) through antenna 25 and forms therefrom second clock signal s and minute 
clock signal m.\econd clock signal s is fed to clock 26 which generates in synchro- 
nism with secondNclock signal s a fast pulse train, in the present case a pulse train with 
a frequency of one megahertz. 

In program parT22 for the channel hopping sequence a plurality of channel hop- 
ping sequences are storW. 

In the following, thevoperation of the device with protection of communication 
by fast channel hopping will be explained. 

When one user of the CB radio system wants to speak to another user with a 
transceiver of the kind shown ik the figure, he enters the receiver's identification num- 
ber via a keyboard not shown. A^orresponding code goes via signal source 4 and the 
channel switch into the signal conditioning circuit. The receiver called, which has the 
same device as shown in the figure, i\in the standby state, thus receiving through an- 
tenna 8 the calling signal which is processed via signal conditioning circuit 12 and 

The dialing operation causes the chankel hopping sequence belonging to the se- 
lected identification number to be adjusted inttie transmitting device. In order to be 
able to communicate with the dialed device the transmitter must synchronize itself 
with the receiver. This is done with the aid of timV signal generator 24 which provides 
synchronous minute and second signals in all device^ For example, a certain data 
word is fed to channel selection circuit 20 in the transrtdtting device by program part 
22, said data word being a channel hopping sequence specific to the identification 
number. Furthermore, the channel where synchronization is^to begin is fixed in ad- 
vance. At the following minute clock signal the channel vvhere^synchronization is to 
begin is held for a short time period by corresponding circuit-technology measures in 
the devices. After expiiy of this time period, transmitter and receiveKAVork with a syn- 
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ahronous, identical channel hopping sequence. Clock 26 can feed a high-frequency 
signal (one megahertz) to channel selection circuit 20 which then feeds a correspond- 
ing Control signal to channel switch 10. The data are then changed over between the 
differed channels in identical fashion both in the transmitting and in the received de- 
vice. Since only said two devices work in synchronism with this specific channel hop- 
ping sequence, all other devices are excluded from communication. 

ChannelVselection circuit 20 may be for example a register in which a certain pat- 
tern identifyingVie selected channel is stored at each clock. The content of the shift 
register may be deposited in a memory (EPROM). However, it is also possible to de- 
termine the channel \opping sequence on the basis of an algorithm, said algorithm 
processing the identification number into the channel hopping sequence. 

FIG. 2 shows the simplified case of a system with five channels 1, 2 ... 5 and a 
clock cycle comprising fouk clocks. FIG. 2a shows cyclical hopping of channels 1, 3, 
5, 2, 1, 3, 5 ... of device 1 cah^d by device 2. The call by transmitting device 2 causes 
the channel sequence of device^ to be replaced at that moment by that of device 1 and 
a "start signal" for synchronization to be adjusted, channel "3" here. When these ad- 
justments are finished, device 2 waitk for the next agreed time clock, e.g. the second 
clock of the public time signal. When s^id second clock, /2, comes, the channel hop- 
ping sequence begins in device 2. \ 

The two devices are now working fullysidentically, in terms of channel selection. 
Accordingly, the two devices can also open a Vindow" for other data devices. For this 
purpose a defined channel is e.g. held for several\econds, e.g. in synchronism with the 
minute clock. In this time other users can dial in. Anhe end of the "window" all user 
devices begin to work with identical synchronous channel hopping sequences. Open- 
ing the "window", i.e. holding a certain channel in a timeSinterval lasting e.g. a few 
seconds, can be effected with a special button. \ 

All circuit parts described above and shown in the drawihg can be produced with 
commercial components in the way known to the expert. Additional part 1 in FIG. 1 

■ can also be iutcgidted in a wnmiunicaiion device. ' — \ 

The procedure shown above for setting up a connection between a transmitter 
and a receiver is schematically shown in FIG. 3 with the aid of a flowchart. 



"In accordance with FIG. 3, transmitter^ wants to communicate with receiver B. 
For this\purpose, transmitter^ sends the identification number of desired target device 
B (step SAl). Dialing device B automatically causes the channel hopping sequence of 
device B stVed in the device to be adjusted in transmitter A (step SA2). 

_ During this time, receiver B is in the standby state. That is, (ready-to-receive) it 
cyclically runs through the unique channel hopping sequence specific to device B (step 
SB I). When the call from device A is received on device B (step SB2), device B sends 
a confirmation signal to device A 

„ Device A waits for said confirmation from device B (waiting loop SA3). After re- 
ceipt of confirmation thV channel hopping sequence is halted on a predetermined 
channel. Then the synchronous clock is awaited in accordance with step SA5. The syn- 
chronous clock occurs in transmitter^ at the same time as in device B, namely on the 
starting channel of the channeNiopping sequence cycle. 

^ In accordance with step SA\. the channel hopping cycle is started after receipt of 
the synchronous clock signal. BothVi transmitter^ and in receiver B the same channel 
hopping sequence is now cyclically rV through, in exact synchronism, so that data 
exchange between the two devices is possible (step SA6 and step SB3). 

. In a slightly less favorable embodiment one can omit step SA3 and also the con- 
firmation in step SB2. \ 

_ FIG. 4 shows a functional block diagramVf channel selecting device 20 shown in 
FIG. 1. From the program part for the channel hopping sequence shown in FIG. 1 an 
item of data representative of the current channel Hopping sequence, in the present ex- 
ample (see FIG. 2) the cyclical sequence 3, 5, 2, 1, 3\5, is loaded into a register. 
The register cyclically feeds the individual positions to\hannel switch 10. Synchroni- 
zation between a transmitter and a receiver is effected herewith the channel "3" at the 
highest position of the register. Clock 26 in FIG. 1 provides the clock signal (CLK) to 
the register so that the channels are hopped with the correspond\ig clock frequency. 

As mentioned above, the channel selecting device can also work in such a way 
that an item corresponding to the current channel is loaded into a register at each 
channel hop. 

FIG. 5 shows a somewhat more d^tajled embodiment of additional part I from 
FIG. 1. Over antenna 25 the public dial tone srgnal is received and fed to minute and 
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second Wluation means 40. Circuit 40 generates a minute signal and a second signal. 
Said secorid and minute signals are used for continuous synchronization of internal 
clock 42, on fhe one hand, and for synchronizing a transmitter with a receiver, on the 
other hand. Sinc\the public time signal is received in synchronism simultaneously in 
each country, the present invention utilizes this property of the time signal to synchro- 
nize transmitters and receivers at any distance from each other. The effort this requires 
is extremely low. \ 

In FIG. 5, clock 42 drives program counter 45, dwell counter 46 and channel 
counter 48. Program counter 45\erves to advance channel counter 48. Dwell counter 
46 temporarily halts program counffer 45 and channel counter 48 so that data exchange 
in the course of connection setup is possible during this halting time period. After 
dwell counter 46 has performed a number^ counting steps corresponding to a certain 
time period it is reset to zero, program counter45 and channel counter 48 being simul- 
taneously started. \ 

Connected to channel counter 48 is drive interface 49 having the function of gal- 
vanically decoupling device 1 from the connected transceiver. 



